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The cybersecurity situation for law firms  
 
All sectors are at risk for cybersecurity problems. Certainly, we hear about payment card and healthcare 
breaches regularly in the news. However, lawyers are far from exempt from the risks associated with 
cybersecurity. The fact that lawyers handle sensitive client information and often operate as solo and 
small practices makes them a prime target for ransomware attacksi. Whether a large firm such as DLA 
Piperii or a small firm such as Moses Afonso Ryaniii, firms cannot afford to be shut down by an attack, nor 
can they risk the exposure of client data. In addition to external threats, law firms contend with the 
same threats as other organizations, including dishonest or poorly trained employees who pose a 
cybersecurity threat. With the continual threat of business interruption and data breaches, law firms 
need to ramp up their cybersecurity. But what should they be doing and what support is out there for 
law firms?  

 
What’s already being done 
 
There are a number of states and jurisdictions that have rules in place to encourage attorneys to 
understand the challenges that cybersecurity threats pose. For example, various states’ professional 
responsibility boards have issued ethics opinions addressing discreet areas of technology and ethics such 
as cloud computing or email, and most jurisdictions require technical competenceiv.  
 
From a continuing education standpoint, many jurisdictions put on helpful continuing legal education 
(CLE) classes on technology. One example is Minnesota, which changed its rule to allow for much less 
restricted amounts of CLE credits for law office management, which includes managing technologyv. 
Florida did Minnesota one better and now requires technology CLEsvi. Additionally, the ABA Journal 
itself, in conjunction with the ABA Cybersecurity Legal Task Force, has announced a series this year on 
cybersecurityvii for practitioners. In fact, the American Bar Association has published a book on 
cybersecurity for lawyers,viii and there are any number of sections and committees contributing to 
raising the awareness of attorneys to the need for cybersecurity.  
 
The need for a cybersecurity framework for law firms 
 
While all of the above is very helpful, it leaves it to the busy practitioner to sort through and determine 
exactly what is expected. The official guidance will vary from jurisdiction to jurisdiction and is likely to be 
minimal at most. While some jurisdictions will create ethics rules and opinions to guide lawyers, it is a 
lengthy process, and not all committees may have access to lawyers who are also knowledgeable about 
cybersecurity best practices. Further, the work would be largely duplicative from jurisdiction to 
jurisdiction and thus be a very inefficient process. While there are unique requirements for lawyers as a 
profession, there are many commonalities from jurisdiction to jurisdiction. Any risk created by having 
one framework for the country can be mitigated with a level of flexibility and the benefits of one 
framework including consistency for multi-jurisdictional practices, greater efficiency, regular updating of 
the framework, and access to great expertise.  

 
Challenges to creating a cybersecurity framework for law firms 



 

 

 
Certainly, having each jurisdiction individually create security frameworks would be oppressive, and the 
likelihood each jurisdiction that regulates lawyers would directly address cybersecurity in detail is slim. 
As anyone who has ever participated in changing a rule regulating lawyers knows, it is a great deal of 
work even when there is no opposition. Furthermore, the process to change and update rules is onerous 
and requires a significant time commitment from many different committees, making it a difficult task 
to navigate. Another challenge is the variation in size of firms, types of practices, and jurisdictions. These 
variations make it difficult to standardize an industry-wide framework. Finally, it will be hard for all of 
the different state bars to find experts in cybersecurity to participate in the process.  
 
For these reasons, and to overcome many of these obstacles, I propose state bars pass rules which 
adopt a cybersecurity framework to be developed by a national group with appropriate stakeholders 
and experts. Before we get into the specifics, let us look at some frameworks that already exist.  

 
Cybersecurity frameworks already in use 
 
A number of organizations in the healthcare field use the HITRUST framework. The HITRUST Allianceix is 
a nonprofit that developed a cybersecurity framework, available for free to those who have paid to get 
certified for compliance. Participation is voluntary.  
  
In the credit card industry, the Payment Card Industry Data Security Standard (PCI-DSS) frameworkx was 
created by major credit card issuers and is enforced by contract. It is not exactly voluntary, but is still 
privately enforced through contractual obligations.  
  
The NIST framework was developed by the National Institute for Standards in Technology which is part 
of the U.S. Department of Commercexi. This framework is a set of highly respected standards that can be 
scaled based on the needs and size of the organization. The NIST cybersecurity framework is also 
voluntary.  
  
As you can see, it is possible to build frameworks which can be adopted. Existing frameworks may also 
be adjusted to meet an industry’s specific needs.  

 
A proposed process to create a cybersecurity framework for law firms 
 
A core group of stakeholders, such as the ABA, state bar associations, malpractice carriers, clients, and 
supreme courts could form a law firm cybersecurity task force to create a cybersecurity framework for 
law firms. Such a taskforce should have representation from varying jurisdictions, firm sizes, sectors, and 
practice areas. It should include both legal ethicists and cybersecurity experts. 
 
Once a framework is in place, local bars could pass a rule adopting the framework. If the framework 
changes, the local bars would not have to change their rules unless they wished to opt out. This builds in 
much greater efficiency and consistency than individual bars addressing cybersecurity through their 
rulemaking process and then having to go back through a rule making process again if they want to 
change something. While this proposal sounds monumental, and no doubt it involves a great deal of 
work, a framework would not have to be created out of whole cloth. An existing framework may be 
modified to meet the needs of attorneys.  

 
Aspects of a cybersecurity framework for law firms 



 

 

 
The following are areas of concern that should be taken into account in forming a cybersecurity 
framework: 
 

• Unique lawyer ethics and law practice issues 

• Variations in jurisdictional laws 

• Practice areas and sectors 

• Scalable to various sizes of law firms 
 
Having a national committee create a cybersecurity framework for law firms will: give lawyers 
appropriate guidance on expectations for cybersecurity, help to protect clients, protect the professional 
standing of lawyers, and create a consistent standard for attorneys which local bars could adopt. It 
would also make working with vendors easier, as attorneys can point to the framework as a basis for 
discussions on law firm cybersecurity. Rather than compete with the work already being done in the 
ABA and state bar associations, it would help to unify and strengthen those efforts. The challenge of 
cybersecurity for lawyers will not go away, so the question is what will we do about it? This proposal 
provides one possible giant step forward.   
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